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1. Motivation

Public Blockchains Allow for Decentralization

% In 2008, Bitcoin enabled trust-free monetary transfers
among decentralized peers

% Peers interact directly as part of a decentralized
network, i.e., no central coordinator exists

% Monetary transfers require no intermediaries or prior
relationships, since transactions are verifiable by anyone
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1. Motivation

Decentralized Information Systems Development

% For businesses, peers plan and execute any kind of
business transaction

% Process and workflow models define planning and
execution of inter-organizational transactions

% A model stored on a blockchain can represent an
integrity-secured definition of processes and workflows
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- models can become contracts
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2. Introduction

Foundations

+» Blockchains and Peer-to-Peer

= Properties: immutable storage, integrity, trust-free transactions between
peers (Mendling et al. 2018, Notheisen et al. 2017)

= Modeling: workflow execution (Weber et al. 2016), storing enterprise models
in a permissioned blockchain (Fill and Harer 2018)

% Collaborative Modeling
= Usually centralized architectures, e.g. using BPMN and ADOxx

= Synchronous approaches:
e.g. near-realtime modeling (Derntl et al. 2015, Nicolaescu et al. 2017)

» Asynchronous approaches:
e.g. model versioning and version control systems (Brosch et al. 2012)

Fill, H.-G. and F. Hdrer (2018). "Knowledge Blockchains: Applying Blockchain Technologies to Enterprise Modeling”. 51st Hawaii International
Conference on System Sciences, HICSS 2018, Hilton Waikoloa Village, Hawaii, USA, January 3-6, 2018.
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2. Introduction

Process and Workflow Models Process
Definitions

/7

% Multiple process participants
collaborate as decentralized
peers

- Requires agreement

L0

» Multiple inter-organizational L
processes form a web of
inter-connected processes

4 oA
- Requires build and run time AN
<, . . " : \\\
% Evolution of models over time vy |
D+ »
- Requires management and Peer-to-Peer- “@
Network
storage CP3)
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2. Introduction

Research Questions

1. How can the creation of business process models among
decentralized participants be managed providing that
participants can collaboratively model and agree on models?

2. How can decentralized participants track instances of agreed-
upon models?
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3. Decentralized Modeling and Instance Tracking

Proposed Strategy

Implement a Decentralized Modeling Approach, based on

/

% Public Blockchain for trust-related requirements only

= Due to transaction cost, limited block size and rate
=  For securing the integrity of models

=  For agreement procedures (smart contracts)

/

% Version Control for collaboration requirements

=  Off-line storage solved by versioning approaches
=  For asynchronous collaboration

=  For off-chain storage
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3. Decentralized Modeling and Instance Tracking

Architecture for Approach and Software-Tool

Collaboration System Instance Tracking System
Modeling Business Process |1 n Workflow 1 n [ Instance State
System Model Model Model
Application Collaborative Modeling Instance Tracking

Function Model Management Agreement / Model-as-Contract

Technology Distributed Version Control System Blockchain
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3. Decentralized Modeling and Instance Tracking

Modeling System: System Build / Run Time

Shared Business Peer P3, P4 Shared Workflow  pgarp3 pa Shared Workflow Instance |1 seen by P3, P4
Process Maodeling Maodeling Instantiation
a. peers P1- P4 with Pfr a.model of behavior | &, O—-Q—'O a. definition of states 8 O—*@—'O
business transactions 1 as shared workflow : relevantto shared T
PO P3 workflow |
b. structural detailing b. detailing activities n O_'D—'D_'O b ding of actual m O“D"C]_'Q
in P3, P4 and trans- P11 > and tasks (notshown) | = t rtecor Ng of actua =
actions (not shown due states BPMNwith marki ﬂ
to space limitations) SOMIAS BPMN with marking overiay
-
Peer-Private Work- Peer P4 Peer Workflow Instance 11 seen by P4
flow Modeling o Instantiation [
3 (1o § (o
a.model of local = e / a. definition of states = /
bevahior as workflow o C{__Q/ relevant to workflow o C{—'@/
at each peer (shown o at each peer (shown e :
for P4 only) for P4 only) :
m
b. detailing activities S-q O"D"D_'o b.recording of actual o O"D_'D_'Q
and tasks BPMN states BPMNwith marking overlay
Process Build Time Process Run Time
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3. Decentralized Modeling and Instance Tracking

Collaboration System

Transactional Model Creation MA MA
. _ —» - —»
% Version Graph MEP B MeP B+l
2l O a O—»@—0
- -WF- M-WHF-S 4
< Operations MWES 5 g
= Commit
. I Commlt |+1 Commlt
» Branch Commit ~ Bpg, < < >
= Merge Commit \Branch\ Merge
% Shared process for Commit] J \C/"mm't >
collaboration of MA Vipr " Viripa MA
Peers P1, ..., Pn M-BP  [E<*[E] || |[M-BP R[]
<+ Branching for M-Wf-s 15 00l Iv-wrs =080
private processes M-wi-p [.2ow@0]l [\ wip [LZowm 50
of Peer Pp = —=
-
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3. Decentralized Modeling and Instance Tracking

Collaboration System

Collaboration on Version Graph

/

% Each committed version Vi is Vi@ Vo Vie

. _ Shared Branch
linked to a Blockchain

P1, ..., Pn

L 2

= Calculate Hash_Function(Vi) Private Branch

L 2

< Agreement Problem: P1
Which version to use? L] o Branch
E | o rivate branc
% Participants signal agreement by Pn
vote using a 2-phase-commit — L= | L=
. MD wmp ||| | |[MD]| Versions linked
» |Implemented in Smart Contract [.]e I Hash||| - Hash|| ' B0k ehain
- Trust-free model agreement L Hashy| opHash
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3. Decentralized Modeling and Instance Tracking

Instance Tracking System

% Participants track workflow instances
* For showing expected states, agreed to by participants
% For showing progression of actual states, occurred during instantiation

++ Derivation of Instance Protocols over time

Time | Instance | State ID CS Hash-Values AS Hash-Values
M-IS-S M-IS-P M-IS-S M-IS-P
tl I1 #1 (e3b0...,c442...) (e3b0...)
t2 I1 #1 (e3b0...,c442...) | (34ca..., 61b9...) | (e3b0...) (34ca...)
t4 I1 #2 (e3b0...,c442...) | (34ca..., 61b9...) | (e3b0...,ed64...) | (34ca...)
t6 I1 #2 (e3b0...,c442...) | (34ca...,61b9...) | (e3b0...,ed464...) | (34ca...,991b...)
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3. Decentralized Modeling and Instance Tracking

Instance Tracking System with Shared and Private Processes

Business Process Model Instance |1 seenby P3, P4 Versions and Branches
@ Shared.
- o
P2 E ~ @_0 Branch =
ry
: ] g
| | Private,_
P2+ P3| : ) ; T Branch” &
“ 2oL {0 et S
- e \
P RS
E . . - ’f"‘ 1 | 1
% S-OM IAS BPMNwith marking overlay ,/.f I . . \‘a g
= P3, P4 Model Artifacts (shared) - i
B “/f Y
- L]
.E /f"‘ 3
o Business Process Model Instance 11 seenby P4 L= ) —
‘g - Time Instance Instance 3
- S (HeFp = :
v
P4 = | & z t1 11 #1 a
Fy o — ]
< W 2 11 # 5'
»]
P25 F.'I?E i t3 11 #3 5
FD—— L | p
PO 2O _H o ¢
SOMIAS BPMN with marking overlay . . . Instance g
P4 Model Artifacts Protocol
—————— is associated with version —+—  version @ agreed-upon
--------------- stored on blockchain BB blockchain
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4. Use Case and Software Implementation

Use Case Proof-of-Concept Implementation

000 COI |a bo rative B u Si n eSS Modeling - M-BP &2 | Modeling - M-Wf-S | Modeling - M-Wf-P | Medeling - M-15-5| Modeling - M-I5-P =
*
Process based on Fdhila I
et a | . (20 1 5) I: Inter- I: Inter- C: Inter- ‘E: Inter- E: Inter-
sl oot et | medeen
< Supply Chain use case Request. | | Detas meine A e
- Transport
. . Special Carrier Order Middleman
= Private and public = T
E: Inter- E: Inter- mediate A O Inter- E: Inter-
m Od e I S mediate A| | mediate A Transport n-;e:i;:eA n;e:“:;e;\
Arrival On Road Schedule Order Supply
- Change Scenario for u MedlatmnVArranged
Manufacturer : er
BPMN model ; — @
= Compliance aspects, s | e ey
. raer Elvery
not covered by this i
approach Suppler & SOM Interaction Schema
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4. Use Case and Software Implementation

[ ] .
I m p I eme ntat ion usiness Process Model | Shared Workflow Model | Peer Workflow Model| Shared Instance State Model
| O~@—@ SERC .
B O e o
= Infermediate &  |ngtermediate A | - |
° ord ntermediate & | * _ _ _ _ _ _ _ _ _ _ |
** Java / JavaFX Platform : rder  Transport Order _Sunnidaranced |1
___________ 1 | =| B Ethereum Transaction X
° . C | S | I . .
IS Ve rsion (0] ntro yste m | | Sending Modeling System Hash Value o
\/
- G t Inte[gmedia{t!e A O 18-06-06 13:45:16 Modeling System hash value: 0x0983c1e0428eec66cdatb346cdd290ebfaa8ed
eman
I Calculation 18-06-06 13:45:16 Sending Ethereum transaction to 0x44838c369f4c7F781Bb6B14df3C45f5b474
Intermediate A 18-06-06 13:45:16 Waiting up to 10 minutes for inclusion in block ...

) Crder Mediation

+» Blockchain

18-06-06 13:47:32 Transaction sent successfully

Intermedial| | 18-06-06 13:47:32 Transaction hash: 0xb9a154df959fd47212a8e2d60f66e66f6a2bb8dc5008fd61
Demanc
Calculatic 18-06-06 13:47:32 Transaction included in block number 3525699

Process Order

= Ethereum

Al
18-06-06 13:47:32 Gas used: 85968

18-06-06 13:47:32 Gas limit: 8000028

Manufacturer

Dl!ler
|
|
|
|
|
[l

= Solidity Smart Contract for
Agreement Procedures

18-06-06 13:47:47 Number of confirmations: 3

Intermediate B
Order |

= Deployed in Test-Net at | -
address 0x44838c369f4c Modelloaded
7F781Bb6B14df3C45f5b4 @ @ ® @

797Af0d Manufacturing_Process (Sede187b 441148819 dc6f5f74 | 5984455

b

a87fc032 affea7e7

Manufacturer

i
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4. Use Case and Software Implementation
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5. Result Discussion

Implementation and Research Questions

% Implementation

» Collaborative process with change scenario (Fdhila et al. 2015)
implementable except for one compliance change

+» Research Question 1;:

= System demonstrates collaborative model creation and forming agreements
in a decentralized setting

= Allows trust-free modeling transactions

% Research Question 2:
= Answered partially
= Tracking of instances through state models
= Limitations:
— Requires manual selection of states
— Confirmation times
— Scalability (block size, transaction cost)
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5. Result Discussion

Outlook

% Using Blockchains, modeling might become viable ...
= in areas where the integrity of a model is critical for security reasons

= in cases where an external actor is presented with a model and is required to
act on it without a “trusted third party”

% Application areas and future research
» models of procedures in response to critical infrastructure failures
» models of manufacturing processes
= autonomous creation or modification of models by systems
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Thank you for your attention!

Future information / Software Tool:
https://haerer.org

felix.haerer@uni-bamberg.de
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